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Abstract

Modularizationand abstraction are the keys to practi-
cal verificationandanalysisof large andcomplex systems.
Wepresentin an incrementalmethodologyfor theautomat-
ic analysisandverificationof concurrentsoftware systems.
Our methodology is basedon the theoryof abstract inter-
pretation.We first proposea compositionaldataflow anal-
ysisalgorithm that computesinvariantsof concurrentsys-
temsbycomposinginvariantsgeneratedseparatelyfor each
component. We presenta novel compositionalrule allow-
ing usto obtain invariantsof thewholesystemasconjunc-
tionsof local invariantsof each component.We alsoshow
howthegeneratedinvariantsare usedto construct,almost
for free, finite stateabstractionsof theoriginal systemthat
preservesafetyproperties. This reducesdramatically the
costof computingsuch abstractionsasreportedin previous
work. We finally givea novel refinementalgorithmthat re-
finestheconstructedabstractionuntil thepropertyof inter-
estis provedor a counterexampleis exhibited.Our method-
ology is implementedin a framework that combinesdeduc-
tive methodssupportedby theoremproving techniquesand
algorithmicmethodssupportedby modelchecking andab-
stract interpretationtechniques.

1 Intr oduction

Modularizationandabstractionarethekeys to practical
verificationandanalysisof largeandcomplex systems.Fi-
nite stateverification techniquessuchas model checking
have reacheda saturationpoint. Deductive methodssup-
portedby theoremproving tools, despitetheir generality,
arestill limited in theirability to handlelargesystems.Only
thecombinationof algorithmicverificationtechniquesand
deduction,throughtheextensiveuseof modularizationand�
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abstraction,canhandletheverificationof largeandcomplex
systems. Invariants– that is, approximationsof thereach-
ablestates– arenecessaryfor thesuccessof theverification
processin both softwareandhardwareanalysis.Whenan
invariantof aprogramis known, it canbeusedto reducethe
searchspacefor modelchecking,or it canbe usedto con-
straintthelogicalformularepresentingtheprogram.In fact,
to prove any temporalproperty, it is oftenthecasethat the
propertycannotbeestablishedwithout theuseof auxiliary
invariants.

In thispaperwedescribeapracticalapproachto thever-
ification of safetypropertiesof infinite statesystemsbased
on abstractinterpretation[5]. We first proposea composi-
tionaldataflow analysisalgorithmthatcomputesinvariants
associatedwith eachcontrol location in eachcomponent.
We presenta novel compositionalrule allowing us to ob-
tain invariantsof thewholesystemasconjunctionsof local
invariantsof eachcomponent.We alsoshow how thegen-
eratedinvariantsallow us to construct,almostfor free, fi-
niteabstractionsof theanalyzedsystemthatpreservesafety
properties.That is, thepropertyholdsin the concretesys-
temif it holdsin theabstractone.Thisreducesdramatically
thecostof computingsuchabstractionsasreportedin pre-
vious work. We finally give a novel refinementalgorithm
thatrefinestheconstructedabstractionuntil thepropertyof
interestis provedor acounterexampleis exhibited.Wealso
give sufficient conditionsunderwhich a computedabstrac-
tion stronglypreservesa largeclassof temporalproperties
including safetyproperties.That is, the propertyholds in
the concretesystemif and only if it holds in the abstract
system.Thecontributionsof this work canbesummarized
asfollows:

- Our invariantgenerationalgorithmis a generalizationof
staticanalysismethodsinvestigatedin the early 1970sfor
sequentialprograms[12, 8] andextendedto concurrentsys-
temsby Owicki andGries[16], Lamport[13], andrecently
by others[3] and[2].
- Our methodis compositionalin the sensethat global in-
variantsareassociatedcontrollocationsin eachcomponent
andnotto globalcontrolconfigurationsof theentiresystem.
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Thus,invariantsassociatedto globalcontrolconfigurations
canbe obtainedby a simpleconjunctionof the invariants
collectedfor eachcontrollocationof eachcomponent.
- The generatedinvariantsallow us to obtain, almost for
free,finite abstractionsof theanalyzedsystem.An abstract
stategraphsuchastheoneswe constructusingtechniques
describedin [10], canbeobtainedeasilyby simpleevalua-
tion of theinvariantsgeneratedfor all globalcontrolconfig-
urations. If the invariantassociatedto a control configura-
tion is false,thecontrolconfigurationis consideredasnon-
reachable.In all the classicalmutualexclusionalgorithms
we have treatedin previouswork usingvarioustechniques
[9, 10], the generatedinvariantsusing our techniquesfor
the control configurationcorrespondingto the violation of
themutualexclusionpropertyareequivalentto false,which
meansthatthepropertyof mutualexclusionholds.
- If the obtainedabstractstategraphis not preciseenough
to prove that a safetypropertyholds,we proposea novel
refinementalgorithmthatrefinesautomaticallytheabstract
stategraphuntil thepropertyis provedor acounterexample
isexhibited.In contrastwith otherrecentworksonautomat-
ic constructionof abstractions[10, 4,1], wegiveasufficient
conditionthatensuresthatanerrortraceof theabstractstate
graphcorrespondsto an error tracein the original system.
Thisgivesusa powerful validation/refutationtechniquefor
safetypropertiesof infinite statesystems.
- Our methodologyis incremental.First, anapproximation
of thereachablestatesis obtainedusingthedataflow anal-
ysis techniques.The generatedinvariantsdefinean initial
abstractionthat is refineduntil the propertyof interestis
provedor a counterexampleis found. At any moment,the
refinedabstractiondefinesaninvariantof thesystem.
- Our methodis implementedin a tool [18] built on thetop
of a theoremprover PVS[17]. Our implementationallows
usto usethegeneratedinvariantsto prove propertiesusing
deductionaswell asto generatefinite abstractionsusingde-
cisionprocedures.

The paper is organizedas follows: in Section2, we
presentthemodelin which systemsaredescribed,we give
somebasicdefinitions,and we presentour algorithm for
the automaticgenerationof invariantsfor onecomponent.
In Section3, weextendthealgorithmto thecaseof parallel
composition.In Section4, we show how finite abstractions
canbe constructedusingthe generatedinvariants. In Sec-
tion 5 we presentour refinementtechnique.In Section6,
wereportsomeexperimentalresults.

2 Compositionaldata flow analysis

We considersystemsthat are parallel compositionsof
sequentialprocesses,where we considerparallel compo-
sition by interleaving andsynchronizationby sharedvari-

ables. Eachcomponentis describedasa setof transition-
s or guardedcommands.A transitionsystem

�
is a tuple��� ���	��
���
��������������������������������! #"

, where
�

is a
setof systemvariables(including the programcounter$�% )
rangingover arbitrarydomains,suchasbooleans,integers,
lists, and abstractdata types,



is a set of transitionsor

guardedcommands,
�

is a setof control locationsor con-
trol points,and

�����! 
is a predicatecharacterizingthesetof

initial states.Eachtransition
�

is a guardedcommand&('*),+�-/.�0214365 � ' �87:9 $ �;��������� 5=<>' �?7:9 $ < '�@
where


 5 � ��������� 5 </�BAC�
and


 & � @ �DAE�
. Locations

&
and

@
arerespectively thesourceandtarget locationof the

transition
�
. Whenaprogramis givenby asetof transitions
F�G
�� � ����������� � �

, whereeachtransition is definedas a
guardedcommand,thepredicatetransformers$4HJI  and K$ .�L
expressingrespectively thestrongestpostconditionandthe
weakestpreconditionaredefinedasfollows:

$4HJI  NM �,O!PRQTSU�8VW�UXRY - %  Z� H �\[]P^�_XR�`�_S�abQcPR�UXdS
K$ .�L M �,OZP^QTSU�feg� X Y - %  Z� H �\[hP^�	��� X SUijQcP^� X S

where
- %  Z� H �\[hPR���`� X S is definedastherelationbetweenthe

currentandnext state,thatis, theexpression

$4% � & a ),+g-�.�0 a
<klnm � 5oXl �87:9 $ l a $4% X � @

Thesemanticsof a transitionsystem
�

is givenby its com-
putationalmodel p#q ��PRrs�`
c��t:S

, where
r

is the setof
valuationsof theprogramvariables

�
, and

t2Aur?vw
8vsr
a transitionrelation. An invariantis a predicate

Q
over the

programvariablessatisfyingoneof the following equiva-
lent conditions:

$4HJI  NM �,OZP^QTSUijQ Qxi K$ .�L M �,OZP^QTS
That is,

Q
is preservedby every transitionof the program.

Any predicate
r

suchthat
Qyi r

is also an invariant,
that is, a supersetof the reachablestateof the system.

Q
is thenstronger (implies)

r
. We presentan algorithmfor

the generationof invariantsfor concurrentsystemsbased
on dataflow analysis.Thealgorithmis basedon theprop-
agationof expressionsthroughthecontrolstructureof each
componentof the system. The algorithm is an improve-
ment of the algorithm presentedin [2], which is restrict-
ed to propagationsthroughparticularloops of eachcom-
ponent.First, we considerthe following definitions. Let

&
be a control point of

�
. The setof transitionsincident to&

we note
�!� % � 0/L �� NP & S is the setof transitions

�
suchthat -/.�)WL  NPz�]S{� &

. For eachtransition
�
, we noteA

Pz�]S
theset

of variablesaffectedin
�
, that is, the left-handsideof the

assignmentsexpressions
5 � ' �|7T9 $ �J} ����� } 5 < ' �~7:9 $ < .



For aset
72�x
 $ �;�������N� $ ��� of predicates,we note

k 7
the

predicate

�kl�m � $ l , with theconventionthat
k�� �B .;+gL

.

Structural invariants Ourinvariantgenerationtechnique
associatesto eachcontrollocationapredicatethatis always
trueat this location. We call theseinvariantsstructural in-
variants. Our goal is to generatean invariantassociatedto
the location

&
no mattervia which transition

&
is reached.

We call suchapredicatea reaffirmedinvariant.

Definition 1 (Reaffirmed invariant) Let
&

bea control lo-
cationof a program

Q . H ) . A reaffirmedinvariant �h�,�/� P & S
is a predicatethat is true at location

&
when

&
is reached

via any transitionof theprogram. That is, �W�,�/� P & S verifiesegQ?Y $4HJI  NM �,O!PRQTS�i �h�,��� P & S for anypredicate
Q

andfor all
transitions

�
such that

������� % � 0/L �� NP & S .
��� ���h������ �_�]������ �_�h�_�1

3

2

4

Figure 1. Example of reaffirmed invariants

In particular, thepredicate� .�L;0 P^�]S definedasfollows:

� .�L;0 Pz�]S�� $4HJI  NM �,O!P^ .�+gL S
is a reaffirmedinvariantat location

&
when

&
is reachedvia

the transition
�
. Considerthe exampleof Figure1, where9

and � areintegers. For locations3 and4, we obtainthe
following reaffirmedinvariants: �h�,�/� PR��S�� $�% ���wiFP^9���=��� S��BP^9�� �#�x� S , and �h�,�/� Pz ,S	� $�% �¡ Bi¢ .;+�L

.
For a givencontrol location

&
of a program

Q . H ) suchthat��� % � 0/L �� NP & Sb�£
����������������¥¤J�
, the following predicatesare

invariantsof
Q . H ) :

¦ P $�% � & SDi
¤§l�m � � .�L;0 P^� l S if

&
is not theinitial control

location,and¦ P $�% � & S�i �����! x� ¤§lnm � � .�L;0 P^� l S if
&

is the initial

controllocation.

We note ¨�©,ª P & S thesetof predicatesthataretrueat control
location

&
. Predicatessuchasreaffirmed invariantscanbe

propagatedfrom onelocation to anotherif their free vari-
ablesarenot affected.

Proposition1 Let
&

be a control location and�!� % � 0�L �� NP & S«� 
�� � ������������¬��
, and


�r � ���������`r:¬T�
the

set of invariants at the source locations of transitions
������������N��� ¬ �
, that is,

r l � ¨�©,ª P I�H +�. % L Pz� l S­S . The pred-
icate

P � .�L;0 P^����S®aDr X� S®�?�����]�8P � .;L;0 Pz� ¬ S�afr X¬ S is an
invariantat location

&
, andr Xl �°¯ r l �²± ³T´#PRr l S\µb¶oP^� l SU� � .;+gL H  ­· L�.;¸ � I L

In theexampleof Figure1, if respectively at location1
and2, the predicates�º¹�� and �º¹¼» hold, the invariant
obtainedat location3 is then

P^9o� �:�8� a �½¹¾� S��¿P^9o��w�?� a �*¹�» S . This predicateis an invariantat location
3 but cannotbepropagatedto location4 sincethevariable� is affectedby the transitionbetweenlocations

�
and

 
.

However, it is possibleto propagateaweakerpredicatethat
doesnotdependon thevariable� . Thisweakerpredicateis
obtainedby hiding thevariable � usingexistentialquantifi-
cation.

Definition 2 (abstraction of an invariant) Let À be a
predicate, and let

´
bea setof variables.Theabstraction

of À with respectto
´

is thepredicate
V]´xY À . Wenotethis

predicateÁ/ÂgÃ P À �¥´�S .
It is now possibletopropagatethepredicateÁ/ÂgÃ PR�]��
 � �;S ,

that is, the predicate
V � Y�Pz9¾� �=��� a �Ä¹C� S��uPz9x��U�½� a �s¹f» S . In thecasewhere� is apositiveinteger, this

predicatecanbesimplifiedto
9 ¹f� .

Proposition2 Let À be a predicate,
&

a control location,
and

´
a setof variables.Thefollowingimplicationis valid:À � ¨�©Wª P & SoiÅe\´¾Y Á/ÂgÃ P À �¥´>S_� ¨�©,ª P & S .

We cannow reformulateproposition1 asfollows:

Proposition3 Let
&

be a control location and�!� % � 0�L �� NP & SÆ� 
�� � ������������¬��
, and let


;r � �������N�`rT¬T�
be the invariants at the source locations of the transi-
tions


�� � ���������­��¬T�
, that is,

r l � ¨�©Wª P I�H +4. % L P^� l S­S . The
followingpredicateis an invariantat location

&¬§lnm � P � .�L;0 P^� l S\a Á�ÂgÃ PRr l ��¶ÇPz� l S­S�S
An algorithm for the generation of invariants The al-
gorithm we proposein Figure2 combinesthe propagation
and the abstractionof reaffirmed invariantscomputedfor
eachlocation. Thealgorithmconsistsin computingfor the
currentlocation

&
theexpression�W�,�/� P�È/S . This expression

is propagatedthroughthecontrolstructureof theprogram.
Thealgorithmterminateswhenall the locationsarestable,
that is, thepropagationof any structuralinvariantassociat-
ed to a locationdoesnot provide a strongerinvariant. The
correctionandterminationof thealgorithmareestablished
by theorem1.



input : ProgramÉ�Ê�ËNÌ	ÍÏÎoÐUÑ\ÒÓÑgÔ�Ñ�Õ�Öh×ÙØÛÚ
Begin
Initialization /* ComputeÜ�Ý�Þ�ß */

For all à�á>Ô do
computeÜJÝ;Þ�ßWâzàÙã ; Inv (l) := äÛÜJÝ;Þ�ßWâzàÙã�å

non stable := Ô
Iteration /* Propagation*/

While non stable æÍºç Do
choose à�ásÔ

/* PropagatingandupdatingèNé�ê */
For all transition ëíì�áwÒ
such that Ø!îJÊNÌðïíØ`âÙëíìÙã\Í¡à doÕ ì�ñ Í¿ò�ó�ô�â k èNé�êWâzàÙã�Ñ²õ=âÙë ì ãZã

Õ ñ Í § Õ ì
If Õ=æácèNé�êWâzàdã Then

Insert Õ in èNé�êWâzàdã
non stable := non stable ösà

If èNé�êWâzàdã is not modified
Then non stable := non stable ÷øà

Endù à�áwÔ�ú²û,üøÍ¡à]ý k èNé�êWâzàÙã is aninvariantof É�Ê�ËNÌ .
Figure 2. Invariants generation algorithm for
a single component

Theorem1 The invariants generation algorithm always
terminatesandfor everylocation

&
, thepredicate$4% � & ik ¨�©Wª P & S is an invariantof

Q . H ) .
Proof: Thefactthattheabovealgorithmassociatesto each
locationa predicatethat is an invariantcanbe easilyjusti-
fied by propositions1, 2, and3. The proof of termination
canbe establishedby showing that for eachlocation

&
, the

set ¨�©Wª P & S is afinite setof expressions.̈�©Wª P & S is initialized
with theexpression�h�,�/� P & S . It is updatedonly with expres-
sionsof theform �h�,�/� P & X S correspondingto any otherloca-

tion
& X

, or with expressionsof the form Á/ÂgÃ P k ¨�©Wª P & X Sí�`´>S
for a location

& X
anda subset́ of programvariables.Since

thenumbersof programvariablesandcontrol locationsare
finite, theset ¨�©Wª P & S is finite.þ
3 Structural invariants of concurrent pro-

grams

Weconsidersystemsthatareparallelcompositionsof se-
quentialprocesses,whereweconsiderparallelcomposition

by interleaving andsynchronizationby sharedvariables.A
trivial way of generatinginvariantsof a parallelsystemis
to constructtheasynchronousproductof thecontrol struc-
turesof all the components,andto apply the previous al-
gorithm. This solutioncanbeusedonly whenwe consider
a small numberof parallelcomponents,eachof themwith
a small numberof control locations. For large examples,
only compositionaltechniquescanbe appliedin practice.
Most of thework presentedon thegenerationof invariants
is basedon thecompositionalapproach.However, compo-
sitionality is consideredin a very restrictive way. In [3],
structuralinvariantsof a componentdependonly on vari-
ablesthataremodifiedonly in thecomponent.Thus,such
invariantsaretrivially invariantsof theglobalsystemsince
they are preserved trivially by all transitionsin the other
components.Techniquesdescribedin [2] aremorepower-
ful andarebasedon the combinationof local invariantsto
generateglobalones.Theideais basedontheabstractionof
local invariantsin orderto have invariantsdependingonly
on local variables,which arethentrivially preservedby all
transitionsin theothercomponents.This is doneusingthe
definitionof abstractionof invariantswe gave in Section2.
Anotherapproachproposedin [2] consistsof composinglo-
cal invariantsto generateglobal invariantsassociatedwith
global control configurations.The compositionof invari-
antsis definedasfollows:

Proposition4 (Compositionof invariants) Let
Q �

and
Q(ÿ

betwoprocesses.Let
r �

and
r:ÿ

berespectivelyreaffirmed
invariantsat locations

& �
and

& ÿ
of
Q �

and
Q�ÿ

. Thepredi-
cate

r>�\�cr ÿ
is an invariantof

Q�����Q ÿ
at theglobalcontrol

configuration
P & �;� &Ùÿ S

. Thatis, $4%�� � & �,a $4%�� � &Ùÿ i�r��,� r ÿ
is an invariantof

Q�����Q ÿ
.

The compositionof invariantsis restrictedin this case
to reaffirmed invariants,which aregeneratedby consider-
ing only the last transitionsin eachcomponentthat leadto
theconsideredcontrolconfiguration.Moreover, the invari-
antsconstructedby compositionarenotpropagatedto other
controlconfigurations.Oneof themaincontributionsof this
paperis to proposenew techniquesallowing thegeneration
of strongerinvariants.Our techniquesconsistof

- proposinga new definition of abstractionof invariants.
Quantifying invariantsis too restrictive. Insteadof hiding
a variableusingexistentialquantification,it is necessaryto
considerits differentvaluesin thedifferentcomponentsto
havea lessrestrictivedefinition.
- proposingacompositiontechniquethatis not restrictedto
the compositionof reaffirmed invariantssuchasdescribed
in [2], but whichallowscomposingpredicatesthatareprop-
agatedthrough the control structureof eachcomponent.
The invariant for a global control configuration

P & �J� &Ùÿ S
is

simply the conjunctionof the invariantsgeneratedcompo-
sitionally for

& �
and

& ÿ
by our method.



Definition 3 (Context expressions)Let
9

be a shared
variable in a parallel system

�°� Q � �Û��������Q �
. Thecon-

text expressionassociatedto
9

in
�

noted ����� q	� Pz9�S is the
disjunction <§lnm � - I�I � ) �øPz9���� l S § 
 ����� q	� P � S
where¦ � l is anytransitionof anycomponentof

�
.¦ - I�I � ) �øPz9���� l S is definedfor each transition
� l as fol-

lows:
k¤ m � L ¤ such that,
L ¤ �����¿P^� l SN� and

9o�b³T´#P L ¤�S
¦ ��� Pz� l S is the setof expressions

9D�°7T9 $ l such that9
doesnot appearfreein theexpression

7:9 $ l . When
this set is empty, the context expression����� q	� Pz9�S is
equalto true.¦ � is anyvariablesuch that

³T´=P L ¤ S�µo
 � ���� � .
Intuitively, a context expressionassociatedto a variable

9
is the disjunctionof assignmentexpressionsinvolving the
variable

9
in any othercomponent.Thus,insteadof quanti-

fying existentiallyover thevariable
9
, onecanreplacethis

quantificationby usingthecontext expressionthatcaptures
all the possiblevaluesof the variable

9
in the othercom-

ponents.Notice that thedefinitionof context expressionis
recursive. But sincethenumberof variablesis finite, con-
text expressionscanalwaysbecomputed.

Definition 4 (Abstraction of invariants) Let
�

bea predi-
cateand

9
a variableappearingfreein

�
. TheabstractionM 9]O � q	� Y � of thevariable

9
in
�

with respectto thesystem
�

is definedby theexpression��� I PR�]��
�9��;S=a PR�	� ����� q	� Pz9gS­S
The abstractionof invariant is the conjunctionof the ab-
stractiondefinedusing existential quantification,and our
new abstractiondefinition using context expressions.We
cannow formulateour resultallowing usto generateglobal
invariantsin acompositionalway.

Theorem2 Let
�¡�?Q������������NQ(�

bea parallel system,and
let
�

bean invariantof
Q l at location

&
. Thepredicate$�% l � & i M��9]O � q���� Y �

where
�9

is a setof variablesappearingfree in
�

and that
aremodifiedin thesubsystem1

� X
, is an invariantof

�
.

1A subsystem�	� of � is the parallelcompositionof a subsetof pro-
cessesof � .

Proof:
��� I P^�4�N
�9\��S is trivially an invariantof

�
sinceit

dependsonly on the variablesthataremodifiedin
Q l , and�

is alreadyan invariantof
Q l . It is alsoeasyto seethatP^�:� ����� q	� P^9�S­S is aninvariantof

�
. Thedisjunct

�
is pre-

servedby theprocess
Q l , andeachdisjunct

- I;I � ) �øPz9��­� l S of����� q�� Pz9gS is preservedby theprocessto which
� l belongs.þ

This propositionallows us to generateglobal invariants
by simpleconjunctionof local invariants.Local invariants
in thiscasedependonsharedvariables.This is not thecase
in [2] and[3]. The algorithmwe useis the onedescribed
in Figure2 wherewe usethenew definitionof abstraction
of invariants. To illustratetheeffectivenessof our method,
we apply our algorithm to the well-known mutual exclu-
sionexampleof Bakery. Thealgorithmis calledtheBakery
algorithm,sinceit is basedon the ideathat customers,as
they enter, pick numbersthat form anascendingsequence.
Thenacustomerwith a lowernumberhashigherpriority in
accessingits critical section,which in this caseis thecon-
trol location 3. Eachprocessprocessi modifiesits local
variable � i. The applicationof our algorithmto process1
generatesthe following local invariants(the invariantsfor
process2 areobtainedin a symmetricway):

$4%J� � � i ��� � » a~M �h� O �! � � Y �W� � »$4%J� � � i M �h� O �! � � Y �g� � �W�{�?� a�M �W� O �! � � Y �h� � »$4%J� �	�6i M �h� O �! � � Y �g� � �W�{�?� a�M �W� O �! � � Y �h� � »a M �h� O �! � � Y �W� � » � �g�#"D�h�
where

�����! � � P �g� SÆ� �g� � » � �g� � �h���?������! � � P �h� SÆ� �h� � » � �h� � �g�ø�?�
Theinvariantassociatedto theglobalcontrolconfigurationP^�]����S

is thenthefollowing:��P^�h�`��S�� V �h� Y �g� � �h�®�B�a�P�P �g� � �h�{�B� � �h� � » � �W� � �g���?� Sa P �g� � » � �h� � » � �h� � �g���B� S­Sa V �g� Y �h� � �g���B�a�P�P �h� � �g�U�B� � �g� � » � ��� � �h�®�?� Sa P �h� � » � �g� � » � �g� � �h�®�B� S­S
By construction,thepredicate$4%�� �w� a $4%�� �w�#i£��P^�h�`��S
is an invariantof

Q�����Q ÿ
. However, it easyto check,using

decisionprocedures,that
�4PR�h�`��S

is equivalentto false. That
is, the predicate$ P $4%�� �f�ca $�%�� �f�/S is an invariant of
Bakery.

4 Generating finite stateabstractions

The generatedinvariantscanbe usedto obtain,almost
for free, finite abstractstategraphs(ASGs) similar to the



bakery ñ SYSTEM

BEGIN

process1 ñ PROGRAM%	& ñ VAR nat
BEGIN

1: TRUE ' %	& ñ Í %�(*)+& ñ (( ñ %�( Í-,/. %	&102%�( ' ñ43
3: TRUE ' %	& ñ Í5, ñ &

END process1

6
process2 ñ PROGRAM%�( ñ VAR nat
BEGIN

1: TRUE ' %7( ñ Í %	&8)9& ñ (
2: %:& Í;,<. %7( Î %	& ' ñ=3
3: TRUE ' %7( ñ Í>, ñ &

END process2
INITIALLY ñ %	& Í-,<? %�( Í-,�?¡û,ü & Í & ?¡û,ü ( Í &
END bakery

Figure 3. Baker y transition system
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Figure 4. Abstract state graphs using generated invariants

oneswe constructwith the methoddescribedin [10] that
usesdecisionprocedures.The exampleof Figure4 illus-
trateshow the invariantgenerationtechniquesareapplied
compositionallyandlocally, that is, by consideringonly a
small part of the control flow of eachprocess.We apply
our techniquesto analyzethedataflow betweentwo partic-
ular controlconfigurations(1,1)where

9
and � areequalto

0, and(3,3). The invariantcorrespondingto configuration
(3,2)is

9 ¹u� a � �?9_asP � � � � � � » SðasP^9b� � � 9 � » S ,
thatis, thepredicatefalse. Thus,thecontrolconfigurations
(3,2)and(3,1)arenot reachable.Onecanthengeneratethe
abstractstategraphof Figure4 wherewith eachreachable
control configurationwe associatethe collectedinvariant.
To generatestrongerinvariants,we canapplythealgorithm
presentedin Section2 on thenew refinedcontrol structure
of the system. This new control structurecontainsfewer
pathsthantheoriginal one.Thus,propagationis doneonly
throughreachablepaths.A morepowerful techniquecon-
sistsof computingbooleanabstractionsby successively re-
fining theconstructedASG. In this case,it will bepossible
to deducethat thecontrolconfiguration(2,3) is a deadlock
stateif it is reachedfrom location(1,3).

Definition 5 (Abstract stategraph) Let M �
�N � ���������ON � �
a set of boolean variables. An ASG is

a labeledgraph where each state is a tuple
P % �!N>S , such

that % is a global control configuration and
N

a boolean

expressionof the form

�kl�m � � l , where
� l is either a boolean

variable
N l or its negation $ N l .

In [10], eachabstract variable
N l of theset M correspond-

s to a predicateÀ l over the variablesof the original sys-
tem. Eachproperty

Q
computedon the abstractlevel can

be concretizedusing the substitutionfunction P suchthatP PRQTSw� QcM À ��Q N � ����� À �RQ N � O . An abstractstategraphis
constructedasfollows:
-
P %TS �­�!���! VU(S is the original statesuchthat, %TS is the origi-

nal control configuration(for instance(1,1) for theBakery
example),and

�!���� VU
is equalto<kl�m �

WX Y N l if
�ð���! øi À l$ N l if
�ð���! øi $ÛÀ l .;+�L

otherwise

- a transition
P I U � ���h� I Uÿ S , suchthat I U � ��P % �;������S and I Uÿ �P % ÿ ��� ÿ S , is addedto the ASG if

�
is a guardedcommand

executablefrom % � andleadsto % ÿ , andsuchthat

�Nÿ	� <kl�m �
WX Y N l if P PR����Søi À l$ N l if P PR����Søi $ÛÀ l .;+�L

otherwise



If it is not possibleto establishthateither À l or $ÛÀ l holds,
two successorstatesof I U � by

�
arecreatedin whichrespec-

tively
N l and $ N l holds. This createsnondeterminismin

theASG.TheconstructedASGis aconservativeabstraction
of theoriginal systemthatpreservessafetyproperties.That
is, when a propertyholds in the abstractsystem,it hold-
s in the concreteone. However, whena propertydoesnot
hold in the abstractsystem,the exhibited counterexample
may not correspondto an executionof the concretesys-
tem, sincethe abstractsystemis an overapproximationof
the concreteone. The generatedinvariantsby our com-
positionaldataflow analysisdefinean abstractstategraph
wheretheset M is thesetof literalsthatform theset ¨�©Wª P & S
for eachlocation

&
. This setis finite, andcontainsthecol-

lectedreaffirmedinvariantsandtheir abstractversionsthat
arepropagatedthroughthe control structure.Whenan in-
variant cannotbe propagated,nondeterminismis created.
The ASG for the Bakery examplehas,for instance,eight
statescorrespondingto all reachablecontrolconfigurations
andthe correspondinginvariants. The ASG canbe model
checked to prove safetypropertiessuchas mutual exclu-
sion

þ $ P $4%�� ����a $4%�� �T�/S andprogresspropertiessuchasþ P $�%�� � � i[Z $�%�� �	��S . An ASGcanbeusedasanabstract
systemthatcanbeusedby amodelchecker to verify any p-
reservedtemporalproperty, suchassafetypropertieson the
control or/andwherethe atomicpropositionsare included
in theset M .

5 Automatic refinement of abstract state
graphs

Preservation resultsconcerningabstraction[14, 7] are
establishedvia equivalencesandpreordersbetweenmodel-
s. For instance,if

�
is aconcretesystemand

�]\
anabstract

systemandthenif therespectivemodelsp q and p q�^ of
�

and
�]\

areequivalent,thenany _a`cbed propertyis strong-
ly preserved. When p q ^ simulatesp q , only the fragmente _a`cb is preserved – that is, temporalformulaswith uni-
versalquantificationoverpaths,includingsafetyproperties
suchasinvariants.We usethepreservationresultsin a dif-
ferentway. We computean ASG fTq that is moreprecise
than the model p q7^ generatedby stateexploration tech-
niquesof an abstractsystem

�;\
computedin a composi-

tionalwaysuchasin [4, 1]. Thisallowsusto concretizethe
ASGto aconcretesystemthatcanbeusedfor furtheranaly-
sis.Equivalencesandpreorderscanbecheckedbetweenthe
guardedcommandprogramsinsteadof theirmodels,which
is muchmoreefficient. This is doneby lifting the defini-
tion of equivalencebetweenmodelsto equivalencebetween
guardedcommandprograms,wherestatesarecontrolstates
andtransitions

�
areguardedcommands.This techniqueis

illustratedin Figure6. Theconcretizationof anASG con-
sistsof consideringthe abstractgraphas the new control

graph,whereeachlabel
�

is replacedby the correspond-
ing guardedcommand.We denotetheconcretizationof an
ASG f q , g P f q S . As a simpleexample,we considerthe
programof Figure6, wheretheconcretevariable

9
is anin-

teger initialized with » . The abstractionalgorithmwe use
computesa nondeterministicASG for theabstractvariableN �°9 ¹=� . A morerefinedabstractionusingtwo abstract
variables

N � ��9Ä� � and
N ÿb� 9�� � producesa deter-

ministic ASG. In this example,the programobtainedafter
refininga first abstractionis equivalentto theoriginal one.
Themethodologywe presentin this paperconsistsof com-
puting invariantsin a compositionalway, and composing
themto computeanabstractstategraphthatis refineduntil
the propertyof interestis provedor a real counterexample
is generated. Whenapplyingthis methodto theproducer-
consumerexampleof Figure7, which usesa semaphore

�
anda counter% of produceditems,the invariantgeneration
fails in generatinguseful invariants. In fact, the predicate .;+�L

is collectedateachcontrollocation.Thisoccurswhen
all collectedcontext expressionsareequivalentto

 .;+gL
. The

generatedASGis thentrivially theasynchronousproductof
the transitionsystemscorrespondingto the consumerand
the producer. In this case,we proposeto usethe algorith-
m developedin [10] to computetheabstractstategraph.In
[10], weproposeaheuristicthatconsistsof usingasset M of
abstractvariablesthesetof literalsappearingin theguards
of eachguardedcommandof thesystem.This allows usto
performa usefulreachabilityanalysis,andto haveanexact
abstractionof theguards.Weproposeto completethisalgo-
rithmwith anautomaticrefinementalgorithmthatcomputes
anASGusingtheliteralsof theguardsandthenusesmodel
checkingto prove any safetyproperty. Whenthe property
is violated, an error traceis generatedandanalyzed. We
give sufficient conditionsallowing us to concludethat this
tracecorrespondsto an executionof the concretesystem.
Weproposearefinementalgorithmthatgeneratesanew set
of abstractvariables.We first considerthe following theo-
remin which casetheabstractgraphstronglypreservesnot
only safetypropertiesbut alsolivenessproperties.That is,
any error traceexhibited by a modelchecker is indeedan
errortracein theconcretesystem.

Theorem3 Let
�

be a systemand fih an ASGcomputed
for anyset M includingtheliterals appearingin theguards
of the transitionsof

�
. If the constructionof f q doesnot

introducenondeterminismthen,
�

and g P f q S are equiva-
lent.

Proof: It is easyto show that any abstractstategraph f h
simulatesthe system

�
. This is usually the argumentto

show that a systemis an abstractionof a more concrete
system. To show the equivalencebetween

�
and g P f q S ,

it is sufficient to show that in this particularcasethe sys-
tem

�
simulatestheabstractstategraph fih . To show this,
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it is sufficient to prove that for eachpair of abstractstatesI U � ��P % � �`� � S and I Uÿ ��P % ÿ����Nÿ�S , if
P I U � �­�h� I Uÿ S is a transi-

tion of the abstractsystem,then, for every pair I � and I ÿ
of statesin the concretizationof I U � and I Uÿ , the transitionP I U � �­�h� I Uÿ S is a transitionof theoriginalsystem.Everycon-
cretestateI � in theconcretizationof I U � satisfiestheguard
of
�
, andeverysuccessorI ÿ of I � is in theconcretizationofI Uÿ . Thus,

�
simulatesf h .þ

A refinementalgorithm Our refinementalgorithmcon-
sistof reducingthenondeterminismin theconstructedAS-
G. Considerthe situationof the producer-consumerexam-
ple(Figure8)whenweconstructthesuccessorsvia thetran-
sition synchronize of an abstractstatewherethe variableN l � � " » is true. Two verificationconditionsaregener-
atedto computethevalueof

N l in thenext state:

P P^�,Søi K$ .�L M ���9�������4�R���¡ �¢/O!P P P*N l S­S
P P^�,Søi K$ .�L M ���9�������4�R���¡ �¢/O!P P P*N l S­S

whichcorrespondto theassertions� " » i � 1 � " » and
� " » i � 1 �£"D»

Of course,both assertionsarenot valid. Thus,nonde-
terminism is createdfor the transitionsynchronize. We
proposeto eliminatenondeterminismby adding for each
successorstateits pre-imageto the guard. For transition
synchronizeandthepredicate

� " » thepre-imagesfor the
createdstatesarerespectively $ .�L M ���9�������4�R���¡ �¢/O!P � " » S
and $ .�L M ���9���=���4�R���¡ �¢/O!P $ � " » S , that is, the predicates� " � and

� � � . In this case,the evaluationof these
predicatesin the statewherenondeterminismwascreated
shows that

� � � holds. Thus,only the transitionon the

left is possible.Theabstractionalgorithmstartingwith the
predicates

� " » , % " » , and % �¥¤
appearingin theguard-

s, andrefinedwith the new automaticallygeneratedpredi-
cates

� " � and
� � � , computesanASG showing that the

globalcontrolconfigurations(2,2),(2,4),(2,5),(4,2),(4,4),
(4,5), (5,2), (5,4), and(5,5) arenot reachable.This invari-
antis strongenoughto proveall thesafetypropertiesof the
producer-consumersystem.

6 Implementation and analysismethodology

We implementedour techniquesin the tool Invariant-
Checker [18] built on top of the PVS verificationsystem.
Programsaredescribedin asimplealgorithmiclanguageS-
PL similar to the onedefinedby Mannaand Pnueli [15].
However, variablestypes and expressionsare PVS type-
s and expressions.Programvariablescan be of any type
definablein PVS, and can be assignedby any definable
PVS expressionof a compatibletype. Our SPL includes
commonalgorithmicconstructionssuchassingleandmul-
tiple assignmentstatements,conditionals,and loop state-
ments.We alsoallow parallelcompositionby interleaving
andsynchronizationby sharedvariables.Systemsdescribed
in SPLaretranslatedautomaticallyinto guardedcommands
with explicit control. Our invariantgenerationtechniques
areappliedfor eachprocessindependentlyfrom the other
process,andindependentlyfrom thepropertieswe want to
verify. Invariantsarethencomposedandafirst ASGis gen-
erated.Theincrementalconstructionandrefinementof the
ASG thenstarts.A modelchecker is usedto checktempo-
ral propertiesthatarepreservedby theabstraction,suchas
safetyproperties. In our verificationsystem,the PVS de-
cision proceduresareusedasa back-endtool to checkthe
validity of predicateswithout userintervention. Our tech-



prod cons ñ SYSTEM¦ Ñ�ü ñ VAR int§ ñ VAR posnat
BEGIN

producerñ PROGRAM

BEGIN

t1 synchronize 1:
¦ Ú�, ' ¦ ñ Í ¦©¨ & :2

t2 wait 2: ªwü_Î § ' ¦ ñ Í ¦ )+& :3
t3 exit wait 2: ü²Î § ' «�¬sÕJÉ :4
t4 requestb 3:

¦ Ú�, ' ¦ ñ Í ¦©¨ & :2
t5 produce/ consume 4: TRUE '¼ü ñ Í¿ü )+& :5
t6 releaseb 5: TRUE ' ¦ ñ Í ¦ )+& :1

END producer

6
consumerñ PROGRAM

BEGIN

1:
¦ Ú�, ' ¦ ñ Í ¦¡¨ & :2

2: ªwü�Ú�, ' ¦ ñ Í ¦ )9& :3
2: üZÚ�, ' «9¬sÕJÉ :4
3:
¦ Ú�, ' ¦ ñ Í ¦¡¨ & :2

4: TRUE '¼ü ñ Í¿ü ¨ & :5
5: TRUE ' ¦ ñ Í ¦ )9& :1

END consumer
INITIALLY ñ üøÍ5,�?®­ºÍ FALSE ? ¦ Í & ?¿û,ü & Í & ?ºû,ü ( Í &
END prod cons

Figure 7. Producer -consumer transition system

q¡q �T�O� s �!¯V¯L¯!°av ì °i¯V¯V¯ s

q*q ���L� s �L¯!¯V¯!°�v ì °i¯L¯L¯ s q*q ���O� s �!¯V¯L¯!°auwv ì °i¯V¯L¯ s

q¡q �T�L� s �!¯L¯V¯!°av ì °i¯V¯L¯ s

q¡q ���!� s �!¯L¯V¯!°auwv ì °i¯V¯L¯ sq*q ���O� s �L¯L¯V¯O°cv ì °#¯L¯L¯ s
Computing
pre-images[ [ [ [pre± [�²�³µ´7³{¶�·8¸©¸ pre± [~²�³µ´7³º¹�¶�·�¸©¸

Figure 8. Reducing nondeterminism in abstract state graphs

niquescanbeintegratedtoany verificationenvironmentthat
provides decisionproceduresfor validity checking. The
invariant generation,the abstractionand refinementalgo-
rithms, do not requireuserinterventionandarecomplete-
ly automatic.Userinterventionis neededonly to selectin
which part of an ASG nondeterminismis reduced. That
is, for which statethe pre-imageshouldbe computedand
addedasan abstractvariable. An automaticmodewhere
this is donefor all statescanalsobe selected.We applied
thesetechniquesto severalclassicalexamples,includingan
alternatinganda boundedretransmissionprotocol that we
alreadyverifiedby computingbooleanabstractions[10]. In
all theseexamples,thegeneratedinvariantsweresufficient
to generateafinite abstractionwhereall thepropertiesof in-
terestweremodelcheckable.In [10], theBRPprotocolwas
provedby computinga booleanabstractionwith 19 predi-
cates.Theconstructiontakes1 hourona200MHz Pentium
machine,andamongthe24possiblecontrolconfigurations,
15arefoundnotreachable.Ournew invariantgenerational-
gorithmtakes15 secondsto generatestronginvariants.By
simpleevaluationof theseinvariantsfor the 15 nonreach-
able control configurations,we were able to find that for
12 of them the collectedinvariant is equivalent to

± -/& I L .
Thus,only 3 predicatesamongtheinitial 19predicateswere
usedto refinetheabstractionandto prove that the3 others

arenot reachableaswell. Thewholeprocesstakesabouta
minuteon thesamemachine.Noticethatpreviousattempts
to mechanizetheverificationof theprotocolusingtheorem
provers[11] require2 to 6 months.For instance,theproof
in [11] requires57 auxiliary invariantsto be given by the
userto prove that theprotocolcanbesimulatedby a more
abstractone that behavescorrectly. Our methodologyal-
lowsus,in amatterof minutesor atmosthours,to generate
finite abstractionthat canbe usedfor modelchecking,for
debugging,or simply asan invariantof theoriginal system
thatcanbeexploitedin severalways.In ourcase,theinvari-
antdefinedby theASGobtainedfor theprotocolis stronger
thanthe conjunctionof the 57 auxiliary invariantsderived
by handin [11].

7 Conclusionand futur e work

We presentedan incrementalmethodologyfor the veri-
fication of safetypropertiesof infinite statesystemsbased
onabstractinterpretations.Ourmethodologycanbeviewed
asa practicalapplicationof thetheoryof symbolicanalysis
of programsdevelopedin [6]. Invariantgenerationandab-
stractionconstructioncanbe viewed assymbolic forward
analysis.Our refinementalgorithmcanbeviewedasa use
of backward analysisto refine the resultsof the forward



analysis. Our methodologycanalsobe viewed asa prac-
tical applicationof thedifferentabstractionpreservationre-
sults[14, 7] basedonpreorderandequivalencesof concrete
andabstractmodels. For moreefficiency, the computa-
tion of an ASG andits refinementcanbe doneon the fly.
A safetypropertycan be checked for eachstateaddedto
theASG.Whenthepropertyis violated,theconstructionis
interrupted,andif nondeterminismwascreated,therefine-
ment algorithm refinesaccordingto the transitionswhere
nondeterminismwascreatedandtheconstructionis carried
on. If nondeterminismwasnot created,then the abstrac-
t stateviolating the propertyis indeedthe characterization
of a setof concretestatesviolating the property, andany
error traceleadingto this abstractstatefrom the initial ab-
stractstateis a concreteerror trace.We have implemented
this techniquefor invariancechecking,whereat eachnew
abstractstate,wechecktheinvarianceproperty. Our refine-
mentalgorithmis a dual to the deductive modelchecking
(DMC) procedureof [19], where the productof the pro-
gramandthenegationof a temporalformulais represented
as a finite graphthat is refineduntil a counterexampleis
foundor thepropertyis proved. Neithertechniqueis guar-
anteeto terminate,andat any momentthegraphcomputed
in DMC representsanapproximationof thestatesthatvio-
late the property. However, sinceour techniqueis not tied
to a particularproperty, at any momentan abstractgraph
representsan overapproximationof the setof reachables-
tates.That is, aninvariantthatcanbeused,for instance,in
a puredeductive proof. Thescalabilityof suchtechniques
to large programswritten in real programminglanguages
relies,for instance,moreonthespeedthanthepowerof the
decisionproceduresusedfor validity checking.Thespeeds
obtaineddecisionproceduresimplementedin thenew PVS
versionarevery promising.Hundredsof assertionscanbe
dischargedin a few minutes.
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