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Abstract

Modularizationand abstraction are the keys to practi-

cal verificationand analysisof large and comple systems.

We presentin anincrementaimethodolgyfor the automat-

ic analysisand verificationof concurentsoftwae systems.

Our methodolgy is basedon the theory of abstract inter-

pretation. We first proposea compositionatata flow anal-

ysisalgorithm that computesnvariants of concurentsys-
temsby composingnvariantsgeneatedsepaatelyfor eath

component. e presenta novel compositionakule allow-

ing usto obtaininvariantsof the wholesysteras conjunc-
tions of local invariantsof each componentWe also show
howthe genemtedinvariantsare usedto construct,almost
for free finite stateabstactionsof the original systenthat

preservesafetyproperties. This reducesdramatically the
costof computingsudh abstractionsasreportedin previous
work. We finally give a novel refinemenalgorithmthat re-

finesthe constructedabstactionuntil the propertyof inter-

estis provedor a counteexampleis exhibited. Our method-
ologyis implementedn a framevork that combinesdeduc-
tive methodssupportedby theoemproving techniquesand
algorithmic methodssupportedoy modelchedking and ab-

stractinterpretationtechniques.

1 Intr oduction

Modularizationandabstractiorare the keys to practical
verificationandanalysisof large andcomplex systems Fi-
nite stateverification techniquessuchas model checking
have reacheda saturationpoint. Deductive methodssup-
ported by theoremproving tools, despitetheir generality
arestill limited in theirability to handlelargesystemsOnly
the combinationof algorithmicverificationtechniquesand
deductionthroughthe extensive useof modularizatiorand
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abstractioncanhandletheverificationof largeandcomple

systems. Invariants— thatis, approximationof thereach-
ablestates- arenecessarfor thesucces®f theverification
procesdn both software and hardware analysis. Whenan
invariantof a programis known, it canbeusedto reducethe
searchspacefor modelchecking,or it canbe usedto con-
straintthelogicalformularepresentingheprogram.In fact,
to prove ary temporalproperty it is oftenthe casethatthe
propertycannotbe establishedvithout the useof auxiliary
invariants.

In this paperwe describea practicalapproactio thever
ification of safetypropertiesof infinite statesystemsased
on abstractinterpretation5]. We first proposea composi-
tional dataflow analysisalgorithmthatcomputesnvariants
associatedvith eachcontrol locationin eachcomponent.
We presenta novel compositionalrule allowing us to ob-
tain invariantsof thewhole systemasconjunctionsof local
invariantsof eachcomponent.We alsoshav how the gen-
eratedinvariantsallow usto construct,almostfor free, fi-
nite abstractionsf theanalyzedsystenmthatpresere safety
properties.Thatis, the propertyholdsin the concretesys-
temif it holdsin theabstracbne. Thisreducesiramatically
the costof computingsuchabstractiongsreportedin pre-
vious work. We finally give a novel refinementalgorithm
thatrefinesthe constructedbstractioruntil the propertyof
interestis provedor acountergampleis exhibited. We also
give sufiicient conditionsunderwhich a computedabstrac-
tion stronglypreseresa large classof temporalproperties
including safetyproperties. Thatis, the propertyholdsin
the concretesystemif and only if it holdsin the abstract
system.The contrikutionsof this work canbe summarized
asfollows:

- Our invariantgeneratioralgorithmis a generalizatiorof
staticanalysismethodsinvestigatedn the early 1970sfor
sequentiaprogramg12, 8] andextendedo concurrentys-
temsby Owicki andGries[16], Lamport[13], andrecently
by others[3] and[2].

- Our methodis compositionalin the sensethat globalin-
variantsareassociatedontrollocationsin eachcomponent
andnotto globalcontrolconfiguration®f theentiresystem.



Thus,invariantsassociatedo global control configurations
canbe obtainedby a simple conjunctionof the invariants
collectedfor eachcontrollocationof eachcomponent.

- The generatednvariantsallow us to obtain, almostfor
free,finite abstraction®f theanalyzedsystem.An abstract
stategraphsuchasthe oneswe constructusingtechniques
describedn [10], canbe obtainedeasilyby simpleevalua-
tion of theinvariantsgeneratedor all globalcontrolconfig-
urations. If the invariantassociatedo a control configura-
tion is false,the controlconfigurationis considerecisnon-
reachable.n all the classicalmutualexclusionalgorithms
we have treatedin previouswork usingvarioustechniques
[9, 1Q], the generatednvariantsusing our techniquesfor
the control configurationcorrespondingdo the violation of
themutualexclusionpropertyareequialentto false which
meanghatthe propertyof mutualexclusionholds.

- If the obtainedabstractstategraphis not preciseenough
to prove that a safety propertyholds, we proposea novel
refinementlgorithmthatrefinesautomaticallythe abstract
stategraphuntil the propertyis provedor acountergample
is exhibited. In contrastvith otherrecentworksonautomat-
ic constructiorof abstraction§l0, 4, 1], wegiveasuficient
conditionthatensureshatanerrortraceof theabstracstate
graphcorrespondso an error tracein the original system.
This givesusa powerful validation/refutatiortechniquefor
safetypropertiesof infinite statesystems.

- Our methodologyis incremental First, anapproximation
of thereachablestatess obtainedusingthe dataflow anal-
ysis techniques.The generatednvariantsdefinean initial
abstractionthat is refineduntil the property of interestis
provedor a countergampleis found. At ary moment,the
refinedabstractiordefinesaninvariantof the system.

- Our methodis implementedn atool [18] built onthetop
of atheoremprover PVS[17]. Ourimplementatiorallows
usto usethe generatednvariantsto prove propertiesusing
deductioraswell asto generatdinite abstractionsisingde-
cisionprocedures.

The paperis organizedas follows: in Section2, we
presenthe modelin which systemsaredescribedwe give
somebasic definitions, and we presentour algorithm for
the automaticgeneratiorof invariantsfor one component.
In Section3, we extendthealgorithmto the caseof parallel
composition.In Section4, we shov how finite abstractions
canbe constructedusingthe generatednvariants. In Sec-
tion 5 we presentour refinementtechnique. In Section6,
we reportsomeexperimentakesults.

2 Compositional data flow analysis

We considersystemsthat are parallel compositionsof
sequentialprocesseswhere we considerparallel compo-
sition by interleaving and synchronizatiorby sharedvari-

ables. Eachcomponentis describedasa setof transition-
s or guardedcommands.A transitionsystemsS is a tuple
S= <V, T ={n, -,m} L Init >, whereVis a
setof systemvariables(including the programcounterpc)
rangingover arbitrarydomains suchasbooleansintegers,
lists, and abstractdatatypes, 7 is a setof transitionsor
guardedcommands/ is a setof controllocationsor con-
trol points,andInit is a predicatecharacterizinghe setof
initial states Eachtransitionr is aguardedccommand

l: guard — X; :=FExp1,---, Xy = Expr :k

where{Xy,---, X} C V and{l,k} C L. Locations!

andk arerespectrely the sourceandtargetlocationof the
transitionr. Whena programis givenby a setof transitions
T = {m,---, ™™}, whereeachtransitionis definedasa
guardeccommandthe predicateransformergost andpre

expressingespectiely the strongespostconditionandthe
wealestpreconditionaredefinedasfollows:

post[t](P) = V' .action,(V',V) A P(V')

pre[t](P) = VYV .action,(V,V') = P(V')

whereaction, (V, V') is definedastherelationbetweerthe
currentandnext state thatis, theexpression

k
pc =1 A guard A /\le = Exp; A\pc =k

i=1

Thesemantic®f atransitionsystemsS is givenby its com-
putationalmodel Ks = (Q, T, R), where( is the setof
valuationsof theprogramvariablesy, andR C Q x 7 x @
atransitionrelation. An invariantis a predicateP overthe
programvariablessatisfyingone of the following equiva-
lentconditions:
post|[t](P) = P P = pre[r](P)

Thatis, P is presered by every transitionof the program.
Any predicate) suchthat P = (@ is also an invariant,
thatis, a supersebf the reachablestateof the system. P
is thenstronger (implies) Q. We presentan algorithmfor
the generationof invariantsfor concurrentsystemsbased
on dataflow analysis.The algorithmis basedon the prop-
agationof expressionghroughthe controlstructureof each
componentof the system. The algorithmis an improve-
mentof the algorithm presentedn [2], which is restrict-
ed to propagationghroughparticularloops of eachcom-
ponent. First, we considerthe following definitions. Let [
be a control point of £. The setof transitionsincidentto
I we noteincident(l) is the setof transitionsr suchthat
target(r) = l. For eachtransitionr, we note A(r) the set
of variablesaffectedin r, thatis, the left-handside of the
assignmentsxpressionsX; := Exp1;---; Xy := Expy.



ForasetE = {p1,---,pn} Of predicateswe note/\E the

n
predicate/\ p;, With the corventionthat /\(Z) = true.
i=1

Structural invariants  Ourinvariantgeneratioriechnique
associateto eachcontrollocationa predicatethatis always
true at this location. We call theseinvariantsstructural in-
variants Our goalis to generateaninvariantassociatedo

the location! no mattervia which transition! is reached.

We call sucha predicatea reafirmedinvariant.

Definition 1 (Reaffirmed invariant) Let! bea control lo-
cation of a program Prog. A reafirmedinvariantReaf(l)
is a predicatethat is true at location ! when! is readed
via anytransitionof the program. Thatis, Reaf(l) verifies
VP . post[r](P) = Reaf(l) for anypredicateP andfor all
transitionsr sud thatr € incident(l).

Figure 1. Example of reaffirmed invariants

In particular the predicatePred(r) definedasfollows:
Pred(t) = post[7](true)

is areafirmedinvariantat location! whenl is reachedvia
thetransitionr. Considerthe exampleof Figurel1, where
x andy areintegers. For locations3 and4, we obtainthe
following reafirmedinvariants:Reaf(3) = pc=3 = (z =
y+ 1)V (z = y+2), andReaf(4) = pc=4 = true.
For a givencontrollocation! of a programProg suchthat
incident(l) = {mn,---,7;}, the following predicatesare
invariantsof Prog:

J
o (pe=1) = \/ Pred(r) if L is nottheinitial control
i=1
location,and

J
o (pe=1) = Init v \/ Pred(r;) if L is theinitial
i=1

controllocation.

We note Inv(l) the setof predicateghataretrue at control
location!. Predicatesuchasreafirmed invariantscanbe
propagatedrom onelocationto anotherif their free vari-
ablesarenot affected.

Proposition1 Let [ be a contol location and
incident(l) = {r,---,7m}, and {Q1,---,Qn} the
set of invariants at the source locations of transitions
{m1, -, Tm}, thatis, Q; € Inv(source(r;)). Thepred-
icate (Pred(m1) A Q1) V -+ V (Pred(ry,) A Q),) is an
invariantat location/, and

Q! = { Qi if FV(Qi)NA(ri) =0

? true otherwise

In the exampleof Figurel, if respectiely atlocation1
and2, the predicategy > 1 andy > 0 hold, the invariant
obtainedatlocation3isthen(z =y + 1Ay > 1)V (z =
y + 2 Ay > 0). This predicates aninvariantat location
3 but cannotbe propagatedo location4 sincethe variable
y is affectedby the transitionbetweenlocations3 and4.
However, it is possibleto propagate wealer predicatethat
doesnotdepencdbnthevariabley. Thiswealer predicatds
obtainedby hiding thevariabley usingexistentialquantifi-
cation.

Definition 2 (abstraction of aninvariant) Let ¢ be a
predicate andlet V' be a setof variables. Theabstraction
of ¢ with respecto V is thepredicate 3V . ¢. We notethis
predicateAbs(p, V).

It is now possibleo propagatehepredicateibs (7, {y}),
thatis, thepredicatedy . (x = y+1Ay > 1)V (z =
y+2Ay > 0). Inthecasewherey is apositive integer, this
predicatecanbe simplifiedto z > 2.

Proposition2 Let ¢ be a predicate [ a control location,
andV asetofvariables.Thefollowingimplicationis valid:
@ € Inv(l) = VYV .Abs(p,V) € Inv(l).

We cannow reformulatepropositionl asfollows:

Proposition3 Let [ be a contol location and
incident(l) = {m,---,7m}, and let {Q1, -+, Qm}
be the invariants at the source locations of the transi-
tions {71,---,7m }, thatis, Q; € Inv(source(r;)). The
following predicateis aninvariantat location!

(Pred(r;) A Abs(Qi, A(7;)))

<

i=1

An algorithm for the generation of invariants The al-
gorithmwe proposein Figure2 combinesthe propagation
and the abstractionof reafirmed invariantscomputedfor
eachlocation. The algorithmconsistdn computingfor the
currentlocation! the expressiorReaf (1). This expression
is propagatedhroughthe control structureof the program.
The algorithmterminatesvhenall the locationsarestable,
thatis, the propagatiorof ary structuralinvariantassociat-
edto alocationdoesnot provide a strongerinvariant. The
correctionandterminationof the algorithmareestablished
by theoremi.



input: ProgramProg = <V, T, L, Init >

Begin
Initialization  /* ComputeReaf */
For all 1€ Ldo

| computeReaf () ; Inv (I) := { Reaf(l) }
non_stable =2,

Iteration  /* Propagatiort/
While non_stable # (Do
choose 1€ L
[* PropagatingandupdatingInv */
For all transition €T
such that target(r;) =1do

;= Abs(/\Inv(l), A(r))

I:= \/Ii

If I ¢ Inv(l)Then

Insert Iin Inv(l)

non_stable :=non_stable U!
If Inv(l)is not modified

Then non_stable :=non_stable \!

End

Viel.pc=1l= /\Inv(l) is aninvariantof Prog.
Figure 2. Invariants generation algorithm for
a single component

Theorem1 The invariants genemtion algorithm always
terminatesandfor everylocationl, thepredicatepc = | =

/\Inv(l) is aninvariantof Prog.

Proof: Thefactthattheabove algorithmassociateto each
locationa predicatethatis an invariantcanbe easilyjusti-
fied by propositionsl, 2, and3. The proof of termination
canbe establishedy shaving thatfor eachlocationl, the
setInv(l) is afinite setof expressionsInv(l) is initialized
with theexpressiorReaf(l). It is updatedbnly with expres-
sionsof theform Reaf (") correspondingo ary otherloca-

tion ', or with expression®f the form Abs(/\Inv(l’), V)

for alocation!’ anda subsefl of programvariables.Since
the numbersof programvariablesandcontrollocationsare
finite, thesetInv(l) is finite.

O

3 Structural invariants of concurrent pro-
grams

We considesystemghatareparallelcomposition®f se-
guentialprocessesyherewe considetparallelcomposition

by interlearing andsynchronizatiorby sharedvariables.A
trivial way of generatingnvariantsof a parallel systemis
to constructthe asynchronougroductof the control struc-
turesof all the componentsandto apply the previous al-
gorithm. This solutioncanbe usedonly whenwe consider
a small numberof parallelcomponentseachof themwith
a small numberof control locations. For large examples,
only compositionaltechniquescan be appliedin practice.
Most of the work presentean the generatiorof invariants
is basedon the compositionabpproach However, compo-
sitionality is consideredn a very restrictve way. In [3],
structuralinvariantsof a componenidependonly on vari-
ablesthatare modifiedonly in the component.Thus,such
invariantsaretrivially invariantsof the global systemsince
they are presered trivially by all transitionsin the other
components.Techniqueglescribedn [2] are morepower-
ful andarebasedon the combinationof local invariantsto
generatglobalones.Theideais basedntheabstractiorof
local invariantsin orderto have invariantsdependingonly
on local variables which arethentrivially preseredby all
transitionsin the othercomponentsThis is doneusingthe
definition of abstractiorof invariantswe gave in Section2.
Anotherapproaciproposedn [2] consistof composindo-
cal invariantsto generategglobal invariantsassociatedvith
global control configurations. The compositionof invari-
antsis definedasfollows:

Proposition 4 (Composition of invariants) Let P, and P,
betwo processeslet@; and(@, berespectivelyeafirmed
invariantsat locationsl; andl, of P, and P,. The predi-
cate@; V Qs is aninvariantof P, || P, at theglobal control
configumtion (1, l2). Thatis, pcl=l; Apc2=ls = Q1V Q>
is aninvariantof P, || P;,.

The compositionof invariantsis restrictedin this case
to reafirmed invariants,which are generatedy consider
ing only the lasttransitionsin eachcomponenthatleadto
the consideredtontrol configuration.Moreover, the invari-
antsconstructedy compositiorarenot propagatedo other
controlconfigurationsOneof themaincontributionsof this
paperis to proposenew techniquesllowing the generation
of strongerinvariants.Ourtechniquegonsistof

- proposinga new definition of abstractionof invariants.
Quantifying invariantsis too restrictve. Insteadof hiding

avariableusingexistentialquantificationjt is necessaryo

considerits differentvaluesin the differentcomponentdo

have alessrestrictive definition.

- proposinga compositiortechniquehatis not restrictecto

the compositionof reafirmed invariantssuchasdescribed
in [2], butwhichallows composingpredicateshatareprop-

agatedthrough the control structureof eachcomponent.
The invariantfor a global control configuration(ly, 1) is

simply the conjunctionof the invariantsgenerateacompo-
sitionally for I, andl, by our method.



Definition 3 (Context expressions)Let z be a shaed
variablein a parallel systemS = P||---||P,. Thecon-
text expressionassociatedo x in S notedC& sy (x) is the
disjunction

k
\/assign(;c, i) \/CS{S} (y)

i=1 Y
whee
e T7; is anytransitionof anycomponenof S.

e assign(z, ;) is definedfor ead transitionr; as fol-

lows:
l

/\ej sudthat,e; € Aff(7;), andz € FV (e;)

j=1

o Aff(7;) is the setof expressionst = Exp; sud that
x doesnot appearfreein the expressionExp;. When
this setis empty the context expressionC& s (z) is
equalto true.

e yisanyvariablesudthat FV (e;) N {y} # 0.

Intuitively, a context expressionassociatedo a variablez
is the disjunctionof assignmenexpressionsnvolving the
variablex in any othercomponentThus,insteadof quanti-
fying existentially over the variablez, onecanreplacethis
guantificationby usingthe context expressiorthatcaptures
all the possiblevaluesof the variablez in the othercom-
ponents.Notice that the definition of context expressions
recursve. But sincethe numberof variablesis finite, con-
text expressionganalwaysbe computed.

Definition 4 (Abstraction of invariants) LetI bea predi-
cateandz a variable appearingfreein I. Theabstmaction
[z]¢sy-I of thevariablex in I with respecto the systemS
is definedby the expression

Abs(I,{z}) A (IVCE(s3(x))

The abstractionof invariantis the conjunctionof the ab-
stractiondefined using existential quantification,and our
new abstractiondefinition using context expressions. We
cannow formulateour resultallowing usto generatelobal
invariantsin acompositionalvay.

Theorem?2 LetS = Py||-- - || P, bea parallel systemand
let I beaninvariantof P; atlocationl. Thepredicate

pc;i=l = [f]{sz}.f

wheee 7 is a setof variablesappearingfreein I andthat
are modifiedin the subsystems’, is aninvariantof S.

1A subsystens’ of S is the parallel compositionof a subsetof pro-
cessesf S.

Proof: Abs(I,{x}) is trivially aninvariantof S sinceit
dependsnly on the variablesthat are modifiedin P;, and
I is alreadyan invariantof P;. It is alsoeasyto seethat
(I VCE(sy(x)) is aninvariantof S. ThedisjunctI is pre-
senedby theprocessP;, andeachdisjunctassign(z, 7;) of
C&sy(x) is preseredby the procesgo which ; belongs.
O

This propositionallows us to generateglobal invariants
by simpleconjunctionof local invariants. Local invariants
in this casedependn sharedvariables.Thisis notthecase
in [2] and[3]. Thealgorithmwe useis the onedescribed
in Figure2 wherewe usethe new definition of abstraction
of invariants. To illustratethe effectivenesf our method,
we apply our algorithmto the well-known mutual exclu-
sionexampleof Bakery. Thealgorithmis calledthe Bakery
algorithm, sinceit is basedon the ideathat customersas
they enter pick numbershatform anascendingequence.
Thenacustomemvith alower numberhashigherpriority in
accessingts critical section,which in this caseis the con-
trol location3. Eachprocessprocess modifiesits local
variableyi. The applicationof our algorithmto processl
generateshe following local invariants(the invariantsfor
process2 areobtainedn a symmetricway):

pcl=1 = yl1=0 A [y2];p,}-¥2=0

pcl=2 = [y2lip,yyl=y2+1 A [y2]ip,}-y2=0

pcl=3 = [y2]{P2}.y1:y2 +1A [y2]{p2}.y2:0
A [y2]p,y42=0V yl < y2

where

yl=0Vvyl=y2+1
y2=0V y2=yl+1

CE¢py(yl)

Theinvariantassociatedo the global control configuration
(3, 3) is thenthefollowing:

1(3,3) = Jy2.yl=y2 +1
AN(yl=y2+ 1V y2=0V y2=yl + 1)
A (y1=0V y2=0V y2=y1 + 1))
A Jyly2=yl+1
AN(y2=yl+1Vyl=0Vyl=y2+1)
A (y2=0V yl=0V yl=y2+ 1))

By constructionthe predicatepc1 =3 A pc2=3 = 1(3,3)
is aninvariantof Py || P,. However, it easyto check,using
decisionproceduresthat (3, 3) is equivalentto false That
is, the predicate—(pcl = 3 A pc2 = 3) is an invariant of
Bakery.

4 Generatingfinite stateabstractions

The generatednvariantscan be usedto obtain, almost
for free, finite abstractstategraphs(ASGs) similar to the



balery: SYSTEM
BEGIN
processl : PROGRAM
yl: VAR nat
BEGIN
1: TRUE —yl:=y241 :2 [|
2:y2=0 vyl <y2 — 13
3: TRUE —yl:=0 01
END processl
INITIALLY : y1=0 A y2=0 A pcl=1 A pc2=1
END balery

process?2 : PROGRAM

y2: VAR nat

BEGIN
1: TRUE —y2:=yl+l :2
22yl1=0 V y2 <yl — 13
3: TRUE —y2:=0 01

END process2

Figure 3. Bakery transition system

process Py process Po

Generatiorof afinite
abstracstategraph

refiningabstractions

Invariantgeneration

Figure 4. Abstract state graphs using generated invariants

oneswe constructwith the methoddescribedn [10] that
usesdecisionprocedures.The exampleof Figure4 illus-
trateshow the invariantgenerationtechniquesare applied
compositionallyandlocally, thatis, by consideringonly a
small part of the control flow of eachprocess. We apply
ourtechniguedo analyzethedataflow betweertwo partic-
ular controlconfigurationg1,1) wherez andy areequalto
0, and(3,3). Theinvariantcorrespondingo configuration
(3,2)isz >2Ay=zA(y=1Vy=0)A(x = 1Vz =0),
thatis, the predicatefalse Thus,the controlconfigurations
(3,2)and(3,1) arenotreachableOnecanthengeneratehe
abstracstategraphof Figure4 wherewith eachreachable
control configurationwe associatehe collectedinvariant.
To generatestrongerinvariants we canapplythealgorithm
presentedn Section2 on the new refinedcontrol structure
of the system. This new control structurecontainsfewer
pathsthanthe original one. Thus,propagations doneonly
throughreadable paths. A more powerful techniquecon-
sistsof computingbooleanabstraction®y successiely re-
fining the constructedA\SG. In this case,t will be possible
to deducethatthe control configuration(2,3) is a deadlock
stateif it is reachedrom location(1,3).

Definition 5 (Abstract stategraph) Let B =
{By,---,Bn} a set of booleanvariables. An ASG is

a labeled graph where ead stateis a tuple (¢, B), suc
that ¢ is a global control configuation and B a boolean
n

expressionof the form /\bi, whete b; is either a boolean
=1

variable B; or its negatzionﬂB,-.

In [10], eachabstract variable B; of the set5 correspond-

s to a predicatep; over the variablesof the original sys-

tem. Eachproperty P computedon the abstractevel can

be concretizedusing the substitutionfunction v suchthat

v(P) = Plp1/B1---¢n/Bn]. An abstractstategraphis

constructeasfollows:

- (co,init™) is the original statesuchthat, ¢, is the origi-

nal control configuration(for instance(1,1) for the Bakery

example),andinit? is equalto

k B; if Init = ¢;
/\ -B; if Init = Y
i=1 | true otherwise

- atransition(sf, 7, s4!), suchthats#t = (c;, ;) ands$ =
(c2, I5), is addedto the ASG if 7 is a guardedcommand
executabldrom ¢; andleadsto ¢y, andsuchthat

k B;, if v(I1) = @;
L=NA\{ -Bi if () = ~pi
i=1 | true otherwise



If it is not possibleto establishthateithery; or —p; holds,
two successostateof s{* by 7 arecreatedn which respec-
tively B; and—B; holds. This createsnondeterminisnin
theASG. Theconstructed\SGis aconsenrativeabstraction
of the original systemthatpreseressafetyproperties That
is, when a propertyholdsin the abstractsystem,it hold-
s in the concreteone. However, whena propertydoesnot
hold in the abstractsystem,the exhibited countergample
may not correspondo an executionof the concretesys-
tem, sincethe abstractsystemis an overapproximatiorof
the concreteone. The generatednvariantsby our com-
positionaldataflow analysisdefinean abstractstategraph
wherethesetB is the setof literalsthatform the setInv(l)
for eachlocation!. This setis finite, and containsthe col-
lectedreafirmedinvariantsandtheir abstractversionsthat
are propagatedhroughthe control structure.Whenanin-
variantcannotbe propagatednondeterminisnis created.
The ASG for the Bakery examplehas,for instance eight
statescorrespondingo all reachableontrolconfigurations
andthe correspondingnvariants. The ASG canbe model
checled to prove safety propertiessuch as mutual exclu-
sionO-(pc1=3 A pc2=3) andprogresgpropertiessuchas
O(pel=2 = ¢pel=3). An ASG canbeusedasanabstract
systenmthatcanbe usedby a modelcheclerto verify ary p-
resenedtemporalproperty suchassafetypropertieonthe
control or/andwherethe atomic propositionsare included
in thesetB.

5 Automatic refinement of abstract state
graphs

Preseration resultsconcerningabstraction[14, 7] are
establishediia equivalencesandpreorderdetweermodel-
s. Forinstancejf S is aconcretesystemandS® anabstract
systemandthenif therespectie modelsKs andKga. of S
and S* areequialent,thenary CT L* propertyis strong-
ly presered. When K g. simulatesK g, only the fragment
VCTL is presered - thatis, temporalformulaswith uni-
versalquantificationover paths,including safetyproperties
suchasinvariants.We usethe preserationresultsin a dif-
ferentway. We computean ASG G thatis moreprecise
thanthe model Ks. generatedy stateexplorationtech-
niguesof an abstractsystemS® computedin a composi-
tionalway suchasin [4, 1]. Thisallows usto concietizethe
ASGto aconcretesystenthatcanbeusedfor furtheranaly-
sis. Equivalencesindpreordersanbechecledbetweerthe
guardeccommandprogramsnsteadof their modelswhich
is muchmore efficient. This is doneby lifting the defini-
tion of equivalenceébetweermodelsto equivalencebetween
guardeccommandprogramswherestatesarecontrolstates
andtransitionsr areguardeccommandsThis techniques
illustratedin Figure6. The concretizatiorof an ASG con-
sistsof consideringthe abstractgraphasthe new control

graph,whereeachlabel  is replacedby the correspond-
ing guardedcommand.We denotethe concretizatiorof an
ASG Gg, I'(Gs). As asimpleexample,we considerthe
programof Figure6, wheretheconcretevariablez is anin-
teger initialized with 0. The abstractioralgorithmwe use
computesa nondeterministicASG for the abstractvariable
B = z>2. A morerefinedabstractiorusingtwo abstract
variablesB; = ¢ < 1 andB,; = z=1 producesa deter
ministic ASG. In this example,the programobtainedafter
refining a first abstractioris equivalentto the original one.
The methodologywe presenin this paperconsistsof com-
puting invariantsin a compositionalway, and composing
themto computeanabstracstategraphthatis refineduntil
the propertyof interestis proved or a real countergample
is generated. Whenapplyingthis methodto the producer
consumeiexampleof Figure 7, which usesa semaphoré
anda counterc of producedtems,the invariantgeneration
fails in generatingusefulinvariants. In fact, the predicate
true is collectedat eachcontrollocation. This occurswhen
all collectedcontext expressionsreequivalentto true. The
generatedSGis thentrivially theasynchronouproductof
the transitionsystemscorrespondingo the consumerand
the producer In this case,we proposeto usethe algorith-
m developedin [10] to computethe abstractstategraph.In
[10], we proposea heuristicthatconsistof usingassets of
abstractwvariablesthe setof literalsappearingn the guards
of eachguardedcommandof the system.This allows usto
performausefulreachabilityanalysis andto have anexact
abstractiorof theguards We proposdo completehis algo-
rithm with anautomatiaefinementlgorithmthatcomputes
anASG usingtheliteralsof theguardsandthenusesmodel
checkingto prove ary safetyproperty Whenthe property
is violated, an error traceis generatecand analyzed. We
give sufficient conditionsallowing us to concludethat this
tracecorresponddo an executionof the concretesystem.
We proposearefinemenalgorithmthatgenerates new set
of abstractvariables.We first considerthe following theo-
remin which casetheabstracgraphstronglypreseresnot
only safetypropertiesbut alsolivenesgroperties.Thatis,
ary error traceexhibited by a model checler is indeedan
errortracein the concretesystem.

Theorem3 Let S be a systemand G; an ASGcomputed
for anysetB includingtheliterals appearingin the guards
of thetransitionsof S. If the constructionof G doesnot
introducenondeterminisnthen, S andT'(Gs) are equiva-
lent.

Proof: It is easyto show thatary abstractstategraphG
simulatesthe systemS. This is usually the argumentto
shawv that a systemis an abstractionof a more concrete
system. To shav the equivalencebetweenS andI'(Gy),
it is sufficient to shav thatin this particularcasethe sys-
tem S simulateshe abstracstategraphGs. To shaw this,
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Figure 6. Simple example of successive refinement

it is sufficientto prove that for eachpair of abstractstates
sf* = (e1, 1) andsy = (co, I), if (sf',7,84) is atransi-
tion of the abstractsystem,then, for every pair s; and s»

of statesin the concretizatiorof s{* ands', the transition
(s, 7, s4}) is atransitionof the original system Every con-
cretestates; in the concretizatiorof s{‘ satisfieghe guard
of 7, andevery successos, of s; is in theconcretizatiorof

s{'. Thus,S simulatesG, .

O

A refinementalgorithm  Our refinementalgorithm con-
sistof reducingthe nondeterminisnin the constructedAS-
G. Considerthe situationof the producerconsumeexam-
ple (Figure8) whenwe constructhesuccessorgiathetran-
sition synchronize of an abstractstatewherethe variable
B; = b > 0is true. Two verificationconditionsaregener
atedto computethevalueof B; in thenext state:

~(I) = pre[synchronize](y(B;))

~v(I) = pre[synchronize](vy(B;))

which correspondo theassertions

b>0=>b—1>0 and b>0=0b6-1<0

Of course,both assertionsare not valid. Thus, nonde-
terminismis createdfor the transition synchronize We
proposeto eliminate nondeterminisnby addingfor each
successostateits pre-imageto the guard. For transition
synchronizeandthe predicateb > 0 the pre-imagedor the
createdstatesare respectiely pre[synchronize](b > 0)
andpre[synchronize](— b > 0), thatis, the predicates
b > 1andb = 1. In this case,the evaluationof these
predicatesn the statewherenondeterminisnwas created
shavs thatb = 1 holds. Thus, only the transitionon the

left is possible.The abstractioralgorithmstartingwith the
predicated > 0, ¢ > 0, andc < N appearingn theguard-
s, andrefinedwith the new automaticallygenerategredi-
catesh > 1 andb = 1, computesaan ASG shawing thatthe
global controlconfigurationg2,2), (2,4), (2,5),(4,2),(4,4),
(4,5), (5,2),(5,4),and(5,5) arenot reachable.This invari-
antis strongenoughto prove all the safetypropertiesf the
producerconsumesystem.

6 Implementation and analysismethodology

We implementedour techniquesin the tool Invariant-
Checler [18] built on top of the PVS verification system.
Programsaredescribedn asimplealgorithmiclanguages-
PL similar to the one definedby Mannaand Pnueli[15].
However, variablestypes and expressionsare PVS type-
s and expressions. Programvariablescan be of ary type
definablein PVS, and can be assignedby ary definable
PVS expressionof a compatibletype. Our SPL includes
commonalgorithmicconstructionsuchassingleandmul-
tiple assignmenstatementsconditionals,and loop state-
ments. We alsoallow parallelcompositionby interleaving
andsynchronizatiorby sharedvariables.Systendescribed
in SPLaretranslatecautomaticallyinto guardeccommands
with explicit control. Our invariantgeneratiorntechniques
areappliedfor eachprocessndependentlyfrom the other
processandindependentlyfrom the propertiesve wantto
verify. Invariantsarethencomposedandafirst ASGis gen-
erated.Theincrementakonstructiorandrefinemenbf the
ASG thenstarts.A modelchecleris usedto checktempo-
ral propertieghatare preseredby the abstractionsuchas
safetyproperties. In our verification system,the PVS de-
cision proceduresre usedasa back-endool to checkthe
validity of predicatesvithout userintervention. Our tech-



prod.cons: SYSTEM

consumer PROGRAM

BEGIN
1. >0 —b:=b-1 2
2.5¢>0 —b:=bH 3
2:c>0 — SKIP 4
3:6>0 —b:=b-1 2
4. TRUE —c:=c1 5
5: TRUE —b:=b+l 1

END consumer

b, ¢c: VARINt
N : VAR posnat
BEGIN
producer. PROGRAM
BEGIN
t1_synchronize 1:56>0 —b:=0b-1 2
t2_wait 22m¢c< N —b:=0b1 3
t3_exit_wait 2: <N — SKIP 4
t4_requestb 3:>0 —b:=b1 2
t5_produce/ consume 4: TRUE —c:=ctl 5
t6_releaseb 5: TRUE —=b:=bH 1
END producer
INITIALLY : ¢=0 A w=FALSEA b=1Apcl=1A pc2=1

END prod.cons

Figure 7. Producer -consumer transition system
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Figure 8. Reducing nondeterminism

niguescanbeintegratecto ary verificationervironmentthat
provides decisionproceduredor validity checking. The
invariant generation the abstractionand refinementalgo-
rithms, do not requireuserinterventionandare complete-
ly automatic.Userinterventionis needednly to selectin
which part of an ASG nondeterminismis reduced. That
is, for which statethe pre-imageshouldbe computedand
addedas an abstractvariable. An automaticmodewhere
this is donefor all statescanalsobe selected.We applied
thesetechniquedo severalclassicakxamplesjncludingan
alternatinganda boundedretransmissiomrotocolthat we
alreadyverifiedby computingbooleamabstraction$10]. In
all theseexamplesthe generatednvariantsweresufficient
to generatafinite abstractiorwhereall the propertieof in-
terestweremodelcheckableln [10], theBRP protocolwas
proved by computinga booleanabstractiorwith 19 predi-
cates.Theconstructiortakes1 hourona200MHz Pentium
machine andamongthe 24 possiblecontrolconfigurations,
15arefoundnotreachableOurnew invariantgeneratioral-
gorithmtakes15 secondgo generatestronginvariants.By
simple evaluationof theseinvariantsfor the 15 nonreach-
able control configurations,we were able to find that for
12 of themthe collectedinvariantis equialentto false.
Thus,only 3 predicatesmongtheinitial 19 predicatesvere
usedto refinethe abstractiorandto prove thatthe 3 others

L
((1,1),---/\B¢/\---)
pref7](~(B:)) pre{7](v(=B:))

T T

((2,1),---/\BiA---) ((2,1)’.../\—.31-/\...)

in abstract state graphs

arenotreachableaswell. Thewhole procesdakesabouta
minuteon the samemachine.Noticethatpreviousattempts
to mechanizahe verificationof the protocolusingtheorem
provers[11] require2 to 6 months.For instancethe proof
in [11] requires57 auxiliary invariantsto be given by the
userto prove thatthe protocolcanbe simulatedby a more
abstractone that behaves correctly Our methodologyal-
lows us,in amatterof minutesor atmosthours,to generate
finite abstractiorthat canbe usedfor modelchecking,for
dehugging,or simply asaninvariantof the original system
thatcanbeexploitedin seseralways.In ourcasetheinvari-
antdefinedby the ASG obtainedor theprotocolis stronger
thanthe conjunctionof the 57 auxiliary invariantsderived
by handin [11].

7 Conclusionand futur e work

We presentedin incrementaimethodologyfor the veri-
fication of safetypropertiesof infinite statesystemsbased
onabstractnterpretationsOurmethodologycanbeviewed
asa practicalapplicationof thetheoryof symbolicanalysis
of programsdevelopedin [6]. Invariantgeneratiorandab-
stractionconstructioncan be viewed as symbolic forward
analysis.Our refinementalgorithmcanbeviewedasa use
of backward analysisto refine the resultsof the forward



analysis. Our methodologycanalso be viewed asa prac-
tical applicationof the differentabstractiorpreserationre-
sults[14, 7] basedn preorderandequivalence®f concrete
and abstractmodels. For more efficiengy, the computa-
tion of an ASG andits refinementcanbe doneon thefly.
A safetypropertycan be checled for eachstateaddedto
the ASG. Whenthepropertyis violated,the constructions
interrupted andif nondeterminisnwascreatedthe refine-
mentalgorithm refinesaccordingto the transitionswhere
nondeterminismvascreatedandthe constructioris carried
on. If nondeterminisnwas not created thenthe abstrac-
t stateviolating the propertyis indeedthe characterization
of a setof concretestatesviolating the property and ary
errortraceleadingto this abstracistatefrom theinitial ab-
stractstateis a concreteerrortrace. We have implemented
this techniquefor invariancechecking,whereat eachnew
abstracstate we checktheinvarianceproperty Our refine-
mentalgorithmis a dual to the deductve modelchecking
(DMC) procedureof [19], wherethe productof the pro-
gramandthe negationof atemporalformulais represented
as a finite graphthat is refineduntil a countergampleis
foundor the propertyis proved. Neithertechniques guar
anteeto terminate andat ary momentthe graphcomputed
in DMC representganapproximatiorof the stateghatvio-
late the property However, sinceour techniqueis not tied
to a particularproperty at ary momentan abstractgraph
represent&n overapproximatiorof the setof reachables-
tates.Thatis, aninvariantthatcanbe used for instancejn
a puredeductve proof. The scalabilityof suchtechniques
to large programswritten in real programminglanguages
relies,for instancemoreonthe speedhanthe power of the
decisionproceduresisedfor validity checking.The speeds
obtaineddecisionproceduresmplementedn the new PVS
versionarevery promising. Hundredsof assertionganbe
dischagedin afew minutes.
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